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Abstract

The software industry is experiencing a fundamental transition as Al evolves from a
development assistant to an autonomous operator. While tools like Claude Code, Cursor,
Copilot, and Codex initially transformed how developers write code, the emergence of
agentic frameworks and protocols, such as the Model Context Protocol, signals a more
profound shift. Al agents are beginning to directly provision infrastructure, manage
deployments, and participate in operational workflows. This evolution is accelerating, with
Al agents poised to become primary operators of infrastructure platforms — the
organizational systems, tools, and workflows used to provision, deploy, and operate
applications and infrastructure resources.

This transition exposes a critical problem. Across large enterprises and smaller
organizations, current platforms scatter operational elements across multiple systems:
desired declarative state resides in Git, actual operational state exists in cloud providers,
policies live in pipelines, and operational knowledge remains trapped in wikis and human
memory. Human operators have navigated this fragmentation for years through
experience and informal coordination. However, Al agents are not just faster humans —
they require unified, contextualized, and structured access to all operational elements.
Without this unification, they cannot function effectively. The mismatch between
platforms architected for human operators and the requirements of autonomous agents
creates a bottleneck that negates the productivity gains from Al-assisted development.
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We present the intelligent control plane as the natural evolution of control plane
architectures. Traditional control planes unified declarative and operational state with
policy enforcement. Intelligent control planes add two critical elements: embedded
operational knowledge (business context, patterns, history) and native intelligence
(agents that continuously analyze, adapt, and optimize). These five elements — desired
state, actual state, policy, knowledge, and intelligence — when unified, enable
autonomous infrastructure platforms: systems capable of understanding intent, learning
from operations, and serving as partners to human developers and their agents.

Organizations can begin implementing this architecture today with mature,
production-ready technologies for deterministic control. Kubernetes provides the proven
foundation for declarative state management and policy enforcement. Crossplane extends
these patterns to all application and infrastructure resources. From this established base,
organizations can progressively add intelligent capabilities — embedding operational
knowledge into resources and introducing agents as native platform components. While
deterministic control is mature and widely deployed, the path to intelligent control is still in
its early stages but advancing rapidly, allowing organizations to start with proven patterns
and evolve toward autonomous operations on the same architectural foundation.

The competitive dynamics favor early adopters. Organizations implementing intelligent
control planes accumulate compounding advantages: operational knowledge that persists
beyond employee tenure, continuous optimization that reduces costs while improving
performance, and platform velocity that accelerates product delivery. The window for
establishing leadership through this architecture remains open but finite. Technical
leaders face a clear choice: architect this evolution deliberately and build competitive
advantages through early adoption, or react under pressure as competitors pull ahead
with platforms that operate as intelligent partners rather than passive tools.

1. Why Al Changes Everything —
From Assistance to Autonomy

Al agents are no longer theoretical. The Model Context Protocol standardizes how agents
interact with tools. Frameworks like LangChain and AutoGen make building operational
agents straightforward. AWS offers Amazon Q Developer for automated code reviews and
deployments, Azure provides Copilot capabilities across its services, and Google Cloud
integrates Duet Al for infrastructure management. Companies like Datadog are
embedding agents for automated incident response, while GitLab's Duo agents handle
code reviews and security scanning. The transition from code generation to operational
tasks is underway — though still early. The question is no longer whether agents will

upbound upbound.io 4


http://upbound.io/

become primary infrastructure operators, but whether organizational platforms are
architected to support them.

1.1 The Current State: Al Acceleration
Meets Platform Friction

Organizations have invested years building their own infrastructure platforms — the
collection of tools, workflows, and systems they use to provision, deploy, and operate
applications. These platforms give teams control over their specific requirements,
compliance needs, and operational patterns.

Consider what happens today when a developer in these organizations uses Claude Code
or Cursor. They can generate substantial portions of a microservice implementation much
faster than writing it manually. The Al assists with authentication patterns, database
queries, APl endpoints, and test structures based on natural language descriptions. What
previously required days of coding can often be roughed out in hours, though developers
still need to review, refine, and adapt the generated code to their specific requirements.

Development Going to Production

@ O
s 5 days 10 days PP~
ah @
& 9: 1 day 10 days ah

Yet this same developer then waits days or weeks for that code to reach production. The
bottleneck that has always existed in platform operations has become glaringly obvious
now that code creation takes minutes instead of days. While Al has transformed how
quickly developers can express their intent in code, the organizational systems required
to run that code operate at the same pace they have for years.

This discontinuity reveals a fundamental mismatch. Al assistants can generate code
rapidly and maintain consistency across large codebases, but they operate within
platforms designed for human workflows and coordination patterns. These platforms rely
on institutional knowledge, informal communication channels, and manual processes that
Al cannot access or navigate. The constraint has shifted decisively from writing code to
operating platforms.
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1.2 Why Organizational Platforms
Create This Friction

The friction developers experience isn't a shortcoming — it's the result of platforms
architected around human capabilities and workflows. These platforms rely on humans to
compensate for their inherent fragmentation through experience, informal coordination,
and manual intervention.

Developer Portal (Backstage): "Create New Service" —
v Generates repo from template
¥ Sets up CI/CD pipelines
v Provisions cloud resources via Terraform
¥ Configures monitoring
v Registers in service catalog
5 minutes later: "Your service is ready!”

X Terraform State Drift

Portal: "Service created successfully!"”

Reality: Terraform partially applied, RDS is up but security group failed
Human: Notices app can't connect, messages platform team on Slack
Platform team: "Oh yeah, run terraform apply again, it's flaky"

X Missing Configuration

Reality: Approved Redis template is missing required persistence setting
Human: Files ticket with platform team to update Redis configuration
Platform team: "We'll add that to the template in next sprint"

Human: Blocked - no access to modify Redis configuration directly

X Special Compliance Case

Reality: This service processes payments, needs PCI compliance
Human: Knows to file separate ticket for security review
Human: Manually applies additional controls

Human: Documents exception in Confluence

X Incident

PagerDuty — Wake human

Human — Check runbook (outdated)

Human — Verify it's safe to scale (tribal knowledge)

Human — Run Terraform (hope state isn't locked)

Human — Watch for 28 minutes
-
-

Human Update monitoring thresholds
Human Document in Slack incident channel

What Success Looks Like Today

Many organizations have built impressive automation for the initial creation path:

None

Developer Portal (Backstage):

upbound upbound.io 6


http://upbound.io/

"Create New Service" -
v Generates repo from template
v Sets up CI/CD pipelines
v Provisions cloud resources via Terraform
v Configures monitoring
v Registers in service catalog

5 minutes later: "Your service is ready!"

This works well for the happy path and has guardrails and best practices built in. But the
reality beneath this smooth surface tells a different story.

The Hidden Brittleness Humans Compensate For

Modern platforms appear automated on the surface, but this automation is fragile, held
together by human knowledge and workarounds.

Consider three common scenarios that reveal this brittleness:

Scenario 1: The Terraform State Drift

None

Portal: "Service created successfully!”

Reality: Terraform partially applied, RDS is up but security group failed
Human: Notices app can't connect, messages platform team on Slack
Platform team: "Oh yeah, run terraform apply again, it's flaky"

Scenario 2: The Missing Configuration

None

Portal: "Service deployed with Redis!"

Reality: Approved Redis template is missing required persistence setting
Human: Recognizes error pattern, realizes Redis needs persistence enabled
Human: Files ticket with platform team to update Redis configuration
Platform team: "We'll add that to the template in next sprint”
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Human: Blocked — no access to modify Redis configuration directly

Scenario 3: The Special Compliance Case

None

Portal:
Reality: This service processes payments, needs PCI compliance
Human: Knows to file separate ticket for security review
Human: Manually applies additional controls

"Standard service created!"

Human: Documents exception in Confluence

Day 2 Operations: Where Platforms Really Break

Creating services is the easy part — it's Day 2 operations where platform fragmentation
becomes critical. Consider production database scaling at 2 AM:

Current "Automated" Approach:

None

PagerDuty — Wake human

Human
Human
Human
Human
Human
Human

—

-
-
-
-
-

Check runbook (outdated)

Verify it's safe to scale (tribal knowledge)
Run Terraform (hope state isn't locked)
Watch for 20 minutes

Update monitoring thresholds

Document in Slack incident channel

Each step requires human judgment to bridge disconnected systems. The runbook in
Confluence might suggest scaling, but only humans know that recent refactoring changed
the scaling characteristics. The Terraform state might allow the change, but only humans
remember that this database has downstream dependencies that also need attention.

upbound
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System Contains Human Bridge Required

Git Desired configurations | Knowing which version is "truth"

Terraform State | Infrastructure state Understanding drift and locks

Kubernetes Application state Reconciling with Terraform

Wiki/Confluence | Operational Remembering what's current
knowledge

Slack Coordination context Finding who knows what

Ticketing Approval workflows Knowing when to bypass

Humans as the Real Error Handlers

Current platforms function because humans serve as intelligent middleware between
disconnected systems. They recognize partial failures from experience ("Oh, this again").
They know workarounds not documented anywhere ("Just run it twice"). They have
informal channels that bypass broken processes ("Ping Dave, he knows"). They
understand failure modes from years of experience and know which ones are transient
versus critical.

This human error handling extends beyond incidents. Platform teams spend significant
time reconciling states across systems, manually coordinating changes that span multiple
tools, and preserving critical context that exists nowhere except in their memories. The
platforms work not despite human intervention but because of it.

1.3 What Agents Need (And Why They
Break Current Models)

Al agents are not just faster humans — they operate fundamentally differently and cannot
compensate for platform fragmentation the way humans do. Critically, agents are trained
on public information and have never seen an organization's internal processes,
institutional knowledge, or informal procedures that define how teams actually operate.
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Agent Requirements vs Human Capabilities

Agents require a fundamentally different platform architecture than what serves human
operators:

Human Capability Agent Requirement

Navigate ambiguity Explicit, structured information
Learn from Embedded operational
colleagues knowledge

Coordinate informally | Deterministic execution paths

Remember context Unified state across all systems
Apply judgment Clear governance boundaries
Handle exceptions Comprehensive error handling

When an agent attempts to operate current platforms, it faces specific, insurmountable
challenges:

When Terraform partially fails:

- Human: Checks Slack, finds someone mentioned this yesterday, applies
workaround

- Agent: Sees error state, cannot determine if retry is safe, stops or corrupts state
further

When configuration is incomplete:

- Human: Recognizes what's missing from experience, knows who to ask
- Agent: Only knows what's in template, cannot fill gaps

When compliance is special:

- Human: Remembers from training that payment services need extra controls
- Agent: Has no knowledge outside automated path

Consider a request to "Scale the payment service for Black Friday traffic." An agent
needs:

- Explicit identification of which payment service (not intuition)
- Concrete scaling parameters (not "Black Friday traffic")
- Clear governance rules (not "check with team lead")

upbound upbound.io
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- Historical patterns (not memories of last year)
- Dependency mapping (not mental models)

These agents are capable of sophisticated operations when given proper interfaces. They
can analyze patterns, make decisions within boundaries, and execute complex workflows.
What they cannot do is navigate the fragmented, implicit, human-centric platforms that
organizations have built over years.

1.4 The Path Forward: From
Fragmentation to Unification

The gap between what agents need and what current platforms provide is clear. The
solution isn't to make agents more human-like — it's to evolve platforms to provide what
both humans and agents need: unified access to all operational elements.

Current platforms scatter these elements across dozens of systems. Configurations live in
Git. Operational state exists in cloud providers. Policies hide in pipelines and tickets.
Knowledge remains trapped in wikis and human memory. The intelligence to connect
these elements only exists when the right human is available.

This fragmentation isn't just inconvenient — it's the core constraint preventing
organizations from leveraging Al for infrastructure operations. While Al transforms code
generation, the platform layer remains stuck at human speed, creating an increasingly
untenable bottleneck.

Key Insights:

- Organizations have built impressive automation for initial deployment, but it's fragile

- This fragmentation is invisible during normal operations but blocks agent adoption

- Agents lack access to private organizational knowledge and cannot navigate ambiguity
- The path forward requires unifying what current platforms have fragmented

The platforms that served well in the era of human operators will become competitive
disadvantages in the age of autonomous operations. Organizations that recognize this
shift and architect for it deliberately will build sustainable advantages. Those that delay
will find themselves unable to leverage Al effectively while competitors race ahead.

The next section presents the architectural vision for this evolution: the intelligent control
plane that enables autonomous infrastructure platforms. It examines the patterns and
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principles that transform platforms from passive tools requiring constant human attention
into active partners that understand, learn, and adapt.

2. The Intelligent Control Plane:
A Vision for Autonomous
Platforms

The intelligent control plane represents a vision for how infrastructure platforms must
evolve to support autonomous operations. While elements of this architecture exist today,
the complete vision — autonomous infrastructure platforms that understand context, learn
from experience, and optimize continuously — is a journey that organizations are
beginning to undertake. This section presents the architectural patterns and principles
that make this vision achievable, without prescribing specific technology choices. Section
3 will examine what is available today and what needs to be developed to realize this
architecture.

The goal here is to establish the conceptual framework — the essential elements,
architectural layers, and operational patterns — that define intelligent control planes. By
separating architectural vision from implementation details, organizations can understand
the destination while choosing their own path to reach it.

upbound upbound.io 12
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2.1 The Five Elements of Complete
Platform Operations

Desired
State

Actual
State

Intelligence

Knowledge

Infrastructure operations, whether performed by humans or agents, require five essential
elements. Current platforms provide some of these elements but not all, rarely in unified
form, and struggle to keep them synchronized and up to date. The intelligent control plane
architecture unifies all five:

Desired State — The declarative specification of what we think the world should be.
Example: "Payment service should have 3 replicas with 2GB memory each"

Actual State — The operational reality of what exists in the infrastructure.
Example: "Payment service currently has 2 healthy replicas, 1 pending"

Policy — The rules and governance that constrain operations.
Example: "Production changes require approval between 9 AM - 5 PM PT"

Knowledge — The context, patterns, and history that inform intelligent decisions.
Example: "Payment service scales better with connection pooling than replicas”

upbound upbound.io 13
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Intelligence — The active analysis and optimization that transforms operations from
reactive to proactive.
Example: "Predict 3x traffic for Black Friday, pre-scale 2 hours early"

Think of these elements like the components of human driving. Desired state is your
destination. Actual state is your current location. Policy represents traffic laws.
Knowledge encompasses your experience of routes, traffic patterns, and local conditions.
Intelligence is your ability to choose optimal paths, adapt to conditions, and improve over
time. Current platforms provide the map and enforce basic rules, but lack the experience
and judgment that make operations effective rather than merely functional.

It is important to note that these elements do not imply physical residency within the
control plane. Operational state may include metrics in Prometheus and logs in
Elasticsearch. Knowledge might reside in external databases or document stores. The
control plane provides the unifying interface and coordination, not necessarily the storage
for all elements.

2.2 The Two-Layer Architecture

/Deterministic Control \

C Observej

1. Desired State
2. Actual State [ a«
3. Policy

(Com pare

Intelligent Control a

4. Knowledge [ oo

\5. Intelligence /

The intelligent control plane organizes these five elements into two complementary layers
that work together while maintaining clear separation of concerns:
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Deterministic Control manages the foundational elements — desired state, actual state,
and policy enforcement. This layer provides a reliable and predictable foundation that
production systems require. Like the road infrastructure in our driving analogy, it
establishes the fixed rules and structures within which all operations occur. Controllers,
reconcilers, and admission systems operate here, continuously ensuring that the actual
state matches the desired state within policy boundaries.

Intelligent Control adds the adaptive elements — knowledge and intelligence. This layer
provides the reasoning, learning, and optimization capabilities that transform static
automation into dynamic adaptation. Like an experienced driver navigating the road
system, it makes decisions based on context, learns from outcomes, and improves over
time. Agents operate here, but critically, they work through the deterministic layer rather
than around it.

This separation ensures safety while enabling sophistication. The deterministic layer
guarantees that all operations — whether initiated by humans, traditional controllers, or
intelligent agents — follow consistent execution paths with uniform policy enforcement.
The intelligent layer can experiment, learn, and adapt without compromising the reliability
that production systems demand.

2.3 Controllers and Agents:
Complementary Roles

o 5

‘w pa reJ

Should we scale? Ensure 3 replicas
When to maintain? Renew Certificate
What config is optimal? Apply Configuration

The intelligent control plane does not replace existing controllers and reconcilers — it
augments them. Controllers continue to provide essential deterministic functions that
agents should not duplicate:

Controllers handle mechanical reconciliation: A replica controller ensures exactly three
instances are running. An autoscaler adjusts replica counts based on metrics. A
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certificate controller renews certificates before expiration. These controllers excel at
continuous, mechanical reconciliation with limited judgment and scoped context.

Agents provide intelligent orchestration: Rather than forcing agents to handle
mechanical reconciliation tasks they're poorly suited for, they focus on higher-level
decisions where they excel. Should we scale this service given the business context? Is
this the right time for maintenance given operational patterns? What configuration would
best serve this workload based on historical experience?

This division of labor eliminates the orchestration burden that agents face in fragmented
platforms. Instead of managing complex multi-step workflows across disparate systems,
agents express declarative intent through the control plane and let controllers handle the
mechanical execution. An agent does not need to understand the intricacies of
provisioning a database — it needs to understand that the payment service requires a
database with specific compliance characteristics. The control plane and its controllers
handle the rest.

2.4 Embedded Knowledge: Context as
Configuration

The vision of intelligent control planes transforms organizational knowledge from external
documentation into embedded platform capability. This knowledge must be structured,
contextualized to specific resources and operations in the deterministic layer, and
semantically correlated to enable intelligent reasoning. This is not implemented today but
represents how platforms must evolve:

None
apiVersion: vi
kind: Service
metadata:
name: payment-processor
annotations:
# Knowledge embedded and correlated to this specific resource
business/context: "Processes customer payments"
business/impact: "50000-per-minute-downtime"
compliance/requirements: "PCI-DSS, SOX"
operational/patterns: "Scale connections before replicas”
historical/learnings: "Connection exhaustion during Black Friday 2023"
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When realized, this embedded knowledge means every resource carries its complete
context. The platform can semantically correlate related knowledge — understanding that
payment-processor relates to payment-gateway, that PCI-DSS requirements apply to all
payment services, and that Black Friday patterns affect multiple services differently.
Agents do not need to search wikis or assemble context from fragments. Humans do not
need to remember why decisions were made. The platform itself becomes the repository
of institutional knowledge, accessible through the same APIs that manage infrastructure.

2.5 Integrated Intelligence: Learning and
Adapting

Intelligence in the control plane emerges through agents that operate as native platform
components. These agents can be triggered by events, watch resources for changes,
respond to alerts, or run on schedules. They are not external systems trying to manipulate
infrastructure but integrated capabilities that understand organizational intent and learn
from operational outcomes:

Observational Agents analyze patterns without taking action, building understanding of
system behavior, and identifying optimization opportunities. They might watch resource
utilization trends or correlate business events with infrastructure patterns.

Advisory Agents recommend changes based on analysis, providing reasoning and
confidence levels for human review. They could suggest configuration optimizations or
identify resources that are over-provisioned.

Collaborative Agents work alongside humans, handling routine operations while
escalating exceptions. They might automatically remediate known issues while alerting
humans to novel problems. Agents can also propose changes to the deterministic layer
too at this level.

Autonomous Agents operate independently within defined boundaries, managing
complete operational scenarios without human intervention. They could handle entire
incident response workflows or manage capacity planning for predictable events.

This progression from observation to autonomy happens without architectural changes.
The same platform supports all levels, with policy boundaries determining agent authority.
As organizations build confidence, they expand agent scope by adjusting policies, not
rebuilding platforms.

upbound upbound.io 17


http://upbound.io/

2.6 Operational Scenarios: Contrasting
Present and Future

The difference between current platforms and the intelligent control plane vision becomes
clear through operational scenarios:

Incident Response: From Hero Engineering to
Intelligent Resolution

Today: An alert fires at 2 AM. The on-call engineer assembles context from monitoring,
logs, wikis, and Slack. They guess at the root cause based on incomplete information, try
various fixes, and eventually resolve the issue. Knowledge of the resolution lives in their
memory and maybe a Slack thread.

Tomorrow: The platform detects the incident and immediately has full context — business
impact, similar historical incidents, proven remediations. An agent applies the fix that
worked before, within policy boundaries. The resolution becomes part of platform
knowledge, available for future incidents. After repeated incidents, the agent can even
recommend code changes to developers to prevent recurrence.

Scaling for Black Friday: From War Rooms to
Predictive Optimization

Today: Weeks of planning meetings, spreadsheets with capacity estimates, war rooms on
the day, manual scaling as traffic builds, over-provisioning to be safe, lessons learned
documents that are rarely referenced next year.

Tomorrow: The platform has learned from multiple Black Fridays. It knows payment
services need pre-scaling two hours early, that connection pools matter more than
replicas, that mobile traffic peaks before desktop. It automatically executes the scaling
plan, optimizes throughout the event, and scales down afterwards — all while
accumulating knowledge for next year.
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Developer Experience: From Templates to Intelligent
Provisioning

Today: Developer copies a service template, guesses at configuration values, discovers
missing requirements during incidents, and retrofits compliance controls after audit
findings.

Tomorrow: Developer declares intent, "l need to deploy a refund processing service." The
platform understands this involves payments, applies PCl compliance automatically, sizes
resources based on similar services, configures fraud detection monitoring, and ensures
all organizational requirements are met from day one.

2.7 The Journey to Autonomous
Infrastructure Platforms

The intelligent control plane is the architectural pattern that enables the ultimate vision:
autonomous infrastructure platforms. These platforms will operate as true partners, not
just tools. They will understand business context, not just technical specifications. They
will learn from every operation, becoming more capable over time. They will prevent
problems, not just respond to them.

This vision is not achievable today in its entirety, but the path forward is clear.
Organizations can begin with deterministic control — unifying state management and
policy enforcement. This alone is a massive step forward from fragmented platforms.
They can progressively embed knowledge, making context explicit and accessible. They
can introduce intelligence gradually, starting with observation and advancing toward
autonomy. Each step builds upon the previous one, creating value as it progresses toward
the complete vision.

The autonomous infrastructure platform represents a fundamental shift in how we think
about infrastructure. Instead of platforms that require constant human attention, we
envision platforms that operate as intelligent partners. Instead of automation that blindly
executes commands, we envision systems that understand intent and context. Instead of
knowledge that walks out the door with employees, we envision platforms that
accumulate wisdom over time.

This transformation will not happen overnight, but organizations that begin building
toward this vision today will accumulate advantages that compound over time. The
following section examines the implementation path — what technologies and patterns
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are available today, what needs to be developed, and how organizations can progress
from current platforms toward autonomous infrastructure platforms through practical,
incremental steps.

3. From Deterministic to
Intelligent Control

The path to intelligent control planes does not require inventing new technologies or
abandoning existing investments. Organizations can build on proven foundations,
extending what works today toward the autonomous platforms of tomorrow. This section
examines how Kubernetes provides deterministic control today, how to add intelligent
capabilities tomorrow, and the progressive path between them.

The Evolution of Kubernetes

5o S 5 B 5%

Container Universal Intelligent
Orchestration Control Plane Control Plane

3.1 Deterministic Control Today: The
Kubernetes Foundation

Kubernetes has emerged as a leading control plane for infrastructure, having proven its
effectiveness at scale across numerous organizations. Apple uses it to manage
infrastructure across multiple clouds. Nike built their platform services on
Kubernetes-based control planes. Allianz operates critical financial infrastructure through
these patterns. Many Global 2000 enterprises — from technology companies to
traditional industries — have converged on Kubernetes APIs as their standard for
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infrastructure management. This broad adoption demonstrates that deterministic control
through Kubernetes is not an experimental practice, but rather an established one.

human
interfaces

> _|

[ [~ 1l Deterministic Control
\ -
l 0 gl.t ] 1. Desired State
declarative 2. Actual State

a API 3. Policy
[ -]

Universal APl Patterns That Work at Scale

The Kubernetes API represents a fundamental breakthrough: a universal, declarative
interface designed from inception for programmatic interaction. Unlike enterprise
platforms built for human users and later retrofitted with APIs, Kubernetes prioritized
machine-to-machine communication while building human interfaces as secondary
abstractions.

Every Kubernetes resource follows the same structural pattern — apiVersion, kind,
metadata, spec, and status — creating cognitive consistency across all platform
capabilities. This universal pattern applies whether managing a pod, a cloud database, a
network policy, or on-premise hardware. The API is fully self-describing through OpenAPI
specifications, enabling programmatic discovery of capabilities, validation rules, and
semantic relationships.

Rich status reporting provides structured feedback on operational progress, specific
blocking issues, and actionable reasons for problems. Kubernetes' event-driven
architecture through watch operations enables real-time notifications of resource
changes without polling overhead. Custom Resource Definitions enable platform teams to
create domain-specific APIs while maintaining structural consistency, preventing the API
fragmentation that plagues many platform architectures.

Extension Beyond Containers

While Kubernetes began as a container orchestrator, its patterns now manage all
infrastructure resources. Crossplane leads this ecosystem with the broadest array of
APIs, supporting AWS, Azure, GCP, Alibaba Cloud, and dozens of other providers through
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a unified control plane. Beyond basic provisioning, Crossplane's Composition Functions
provide a low-code approach that enables teams to define new platform capabilities,
encapsulating organizational patterns into reusable APIs.

Major cloud providers validate this approach with their own extensions: AWS Controllers
for Kubernetes (ACK), Google Config Connector (KCC), and Azure Service Operator
(ASO) bring cloud services under Kubernetes management. Cluster APl manages
Kubernetes clusters as resources. Metal® extends patterns to bare metal. The proliferation
of these projects demonstrates that Kubernetes has evolved beyond containers to
become the de facto API for infrastructure control.

Reconciliation and State Management

Kubernetes' reconciliation loop continuously maintains desired state by observing actual
state, comparing it with desired state, and taking corrective actions to eliminate
divergence. This simple pattern provides powerful guarantees: eventual consistency,
self-healing, idempotency, and resilience.

Kubernetes eliminates the coordination burden that agents face in fragmented platforms.
A single resource specification triggers coordinated activity across multiple controllers —
database controllers provision infrastructure, networking controllers establish
connectivity, monitoring controllers configure observability, backup controllers implement
retention policies, and security controllers apply encryption. All coordination happens
automatically through the reconciliation pattern, without external orchestration.

This addresses two of the five essential elements: desired declarative state and actual
operational state are unified through continuous reconciliation, creating the foundation for
reliable operations.

Policy Enforcement at the Point of Execution

Kubernetes provides unified policy enforcement that constrains all operations within
organizational boundaries, addressing the third essential element of deterministic control.
RBAC defines precise permissions for each identity. Admission Controllers validate and
mutate resources before storage, with policy engines like Open Policy Agent (OPA
Gatekeeper), Kyverno, and Polaris integrating naturally with admission workflows.

These mechanisms create comprehensive governance where policies are enforced at the
point of execution, not hoped for in reviews. Every operation flows through the same
enforcement points, creating consistent boundaries for both human and agent operations.
The policy element becomes architectural rather than procedural, embedded in the
platform rather than dependent on human vigilance.
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Building on Existing Investments

The convergence to Kubernetes control planes does not require abandoning existing tools
and workflows. Organizations can preserve their investments by adopting delegation
patterns that maintain Kubernetes as the control point, while leveraging specialized tools
for execution.

The Terraform Operator exemplifies this approach, allowing teams to manage Terraform
workspaces as Kubernetes resources:

None
apiVersion: app.terraform.io/vilalpha2
kind: Workspace
metadata:
name: us-west-development
spec:
organization: kubernetes-operator
name: rds-database
description: US West development workspace
terraformVersion: 1.6.2
applyMethod: auto
terraformVariables:
- name: nodes
value: 2
- name: rds-secret
sensitive: true
valueFrom:
secretKeyRef :
name: us-west-development-secrets
key: rds-secret

This Terraform workspace can easily be composed within a Crossplane composition and
exposed as a Kubernetes CRD, allowing platform teams to create higher-level abstractions
that encapsulate both Terraform modules and organizational patterns. Similarly, Ansible
runbooks can be wrapped with declarative APIs through operators like Ansible Operator,
allowing organizations to preserve years of automation development.

Terraform modules and Ansible playbooks become controlled resources with the same
policy enforcement as native Kubernetes resources. While these patterns may not follow
strict reconciliation loops and maintain external state, they provide an effective unification
strategy that delays or eliminates the need for wholesale migration.
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This delegation approach means teams can continue using familiar tools while gaining
unified governance, API consistency, and integration with the broader control plane.
Existing automation continues to function while new capabilities are added incrementally.

The Robust Substrate for Intelligence

Deterministic control through Kubernetes provides the stable foundation for intelligent
operations. The universal API creates consistent interfaces for agents. Reconciliation
handles mechanical execution, freeing agents to focus on decisions rather than
orchestration. Policy enforcement ensures safety boundaries regardless of who or what
initiates operations.

Organizations that establish deterministic control gain immediate benefits — reduced
drift, consistent governance, unified operations — while creating the robust substrate on
which knowledge and intelligence can be layered. This is not a future capability but is
available today, proven at scale, and ready for the addition of intelligent capabilities.

3.2 Intelligent Control Tomorrow: Adding
Knowledge and Reasoning

While deterministic control is established practice, adding knowledge and intelligence to
control planes represents a clear and imminent frontier of platform evolution. This
transition faces real challenges around knowledge management, agent integration, and
model limitations, but the path forward is becoming increasingly defined.

Embedding Organizational Knowledge

The transition from deterministic to intelligent control begins with making organizational
knowledge explicit and embedded within platform resources. This transforms static
configurations into context-rich specifications that capture not just what infrastructure
exists but why it exists and how it should behave.

Knowledge can reside in various locations depending on its nature and usage patterns.
Simple context lives in resource annotations and is closer to the API resources. Historical
data resides in specialized databases. Semantic relationships are stored in graph
databases — all cross-references for context. The control plane provides the unifying
interface regardless of physical storage, enabling agents to access all knowledge through
consistent APIs.
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The challenge is organizational rather than technical. Capturing tribal knowledge requires
dedicated effort from experienced engineers. Maintaining consistency as knowledge
evolves demands governance processes. Handling conflicting information needs clear
arbitration rules. Preserving context across resource lifecycles requires careful design.
Organizations must treat knowledge management as a first-class concern, similar to code
quality or security.

Agent Integration and Coordination

Agents integrate with intelligent control planes as native components, operating through
the same APIs and respecting the same policies as traditional controllers. The integration
follows clear patterns that ensure safety while enabling sophistication.

Agent coordination becomes critical as organizations deploy multiple specialized agents.
Cost optimization agents must coordinate with performance agents to avoid conflicting
actions. Incident response agents need to communicate with capacity planning agents
about resource availability. Security agents must inform compliance agents about policy
violations. This coordination requires protocols for agent-to-agent communication,
conflict resolution mechanisms, and clear precedence rules.

Emerging standards like agent-to-agent (A2A) communication protocols provide
frameworks for this coordination. Agents declare their capabilities and intentions through
standardized interfaces. They negotiate resource access through defined protocols. They
share context and decisions through structured messages. These protocols prevent the
chaos that could emerge from multiple autonomous agents operating independently.

Model Capabilities and Limitations

The intelligence layer depends on Al models with fundamental limitations that
organizations must address architecturally rather than procedurally.

Hallucinations represent the most critical risk, where models generate plausible but
incorrect information. Organizations must constrain agent actions to validated patterns,
require confidence thresholds for automated actions, implement verification steps for
critical operations, and maintain human oversight for high-risk decisions. These
constraints are enforced through the control plane's policy layer, not through external
processes.

Context windows limit the amount of information models can process simultaneously.
Current models range from 8K to 1M tokens, but operational context can exceed these
limits. Organizations must implement hierarchical knowledge organization, semantic
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search for relevant context retrieval, summarization of historical patterns, and focused
agents with specific domains.

Privacy and deployment constraints prevent many organizations from using public Al
services. Private model deployment introduces complexity in terms of computational
requirements, capability trade-offs, data isolation, and regulatory compliance. The control
plane must support both cloud and on-premise models, managing the routing of requests
based on data sensitivity and compliance requirements.

Security and Trust Progression

Introducing agents as operators requires a structured progression from observation to
autonomy. Organizations cannot jump directly to fully autonomous agents but must build
trust through incremental capability expansion.

The progression follows a clear path:

- Advisory mode: Agents analyze and recommend without taking action, building
confidence in their reasoning quality

- Bounded autonomy: Limited actions within strict constraints, demonstrating safety
in controlled scenarios

- Supervised autonomy: Human approval required for actions, maintaining oversight
while reducing toil

- Full autonomy: Independent operation within policy boundaries, achieving the
vision of autonomous platforms

Each stage in this progression builds upon the previous one, with clear criteria for
advancement. Organizations might require an agent to achieve 95% recommendation
accuracy in advisory mode before granting bounded autonomy. They might mandate 30
days of supervised autonomy without incidents before allowing full autonomy. This
progression is enforced through the control plane's policy layer, with automatic rollback if
agents exceed their boundaries.

Control Plane as Authoritative System of Record

As organizations adopt intelligent control planes, establishing the control plane as the
authoritative system of record becomes paramount. This represents a fundamental shift
where GitOps patterns evolve from being systems of record to collaborative human
interfaces for proposing changes, while the control plane maintains authoritative state.
Without this consolidation, intelligent operations remain constrained by the same
fragmentation that limits current platforms.

upbound upbound.io 26


http://upbound.io/

3.3 The Progressive Implementation

Path

Organizations can evolve from current platforms to intelligent control planes through an
incremental approach that delivers value at each stage. While the complete vision will

take time to realize, early steps provide immediate benefits.
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Begin by bringing core infrastructure under Kubernetes control planes while preserving
existing tools. Focus on resources that cause the most operational friction, such as
databases, network configurations, and security policies. Use operators like Terraform
Operator and Ansible Operator to wrap existing automation, maintaining team productivity
while gaining unified governance. This stage delivers immediate value through reduced
drift, consistent policy enforcement, and unified APIs for infrastructure operations.

Stage 2: Intelligent Assistance

Start capturing organizational knowledge in platform resources. Begin with simple
annotations for business context and criticality. Document patterns as they are
discovered. Capture lessons from incidents. Build knowledge governance processes.
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Simultaneously, deploy initial agents in advisory mode for low-risk optimizations, then
progress to bounded autonomy for routine operations. This stage enhances both human
and agent operations by providing better context availability, thereby building confidence
in intelligent capabilities.

Stage 3: Intelligent Control

Progress to supervised autonomy where agents propose actions that humans approve,
then gradually enable full autonomy for well-understood operations. Implement
comprehensive observability for agent actions. Expand the scope of agent responsibilities
as trust builds. This stage realizes the transformation from automation to autonomy.

The technology exists. The patterns are emerging. Organizations that begin this journey
now position themselves to add intelligence as the capabilities mature. The next section
examines why this transformation represents not just an opportunity but a competitive
imperative.

4. Conclusion

The shift to intelligent control planes represents the natural evolution of infrastructure
platforms in the age of Al. Organizations face a clear choice: architect this evolution
deliberately or react under pressure as competitors pull ahead.

Organizations implementing intelligent control planes accumulate compounding
advantages. Operational knowledge persists beyond employee tenure, becoming richer
with every deployment and incident. Continuous optimization reduces costs while
improving performance. Platform velocity accelerates product delivery. These benefits
multiply over time — organizations that move twice as fast don't just deliver more; they
learn more quickly and capture opportunities that their competitors miss.

While early adopters operate through unified APIs and intelligent agents, late adopters
coordinate through Slack and tickets. The operational gap widens daily. Eventually,
competitive pressure forces transformation, but retrofitting becomes more expensive and
risky over time. Organizations must unwind years of technical debt while competing
against those who completed this transition years earlier.

The technology exists today. Kubernetes provides proven deterministic control.
Crossplane extends these patterns to all infrastructure. The path to intelligent control —
embedding knowledge and introducing agents — is early but advancing rapidly.
Organizations can begin with deterministic control, progressively add intelligence, and
build toward autonomous platforms through practical, incremental steps.
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Technical leaders who recognize this inevitability and act now will build platforms that
operate as intelligent partners rather than passive tools. Those who delay will struggle to
compete in a world where intelligent platforms become the expected baseline.

The window for establishing leadership through this architecture remains open but finite.
The time for implementation is now.
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